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About this study

This report is based on a global IDC web-based survey of 1,723 executives with responsibility
for or influence over IT and data security. Respondents were from 16 countries: Australia, Brazil,
France, Germany, India, Indonesia, Japan, Malaysia, Mexico, Netherlands, New Zealand,
Singapore, South Korea, Sweden, the United Kingdom, and the United States. Organizations
represented a range of industries, with a primary emphasis on healthcare, financial services,
retail, technology, and federal government. Job titles ranged from C-level executives including
CEQ,

CFO, Chief Data Officer, CISO, Chief Data Scientist, and Chief Risk Officer, to

SVP/VP, IT Administrator, Security Analyst, Security Engineer, and Systems Administrator.
Respondents represented a broad range of organizational sizes, with the majority ranging from

500 to 10,000 employees.

The survey was conducted in November 2019.

2020 Thales Data Threat Report Global Edition



Contents

04 Executive Summary

06 Key Findings

16 Cloud Data Security is at a Tipping Point

22 Security Concerns and Methods of Alleviation by Data Environment
30 Data Security by Industry

34 IDC Guidance /Key Takeaways

Our sponsors are:
Canon [JOASIS

Canon Marketing Japan Inc. “® B openstandaras opensource
cloud

% e i
IKEYEACTOR  FIRSTTECH || Safc TSA v
SENETAS O purestorace  carahsoft

2020 Thales Data Threat Report Global Edition



Executive Summary

Companies and other organizations are leveraging a wide variety of technologies,

including cloud, mobile, and the Internet of Things (loT) to transform their businesses, improve customer
experience, find new sources of value, and reduce costs. IDC research shows that this digital
transformation (DX) is well underway, with 43% of companies

in our study saying they are either aggressively disrupting the markefs they participate

in or embedding digital capabilities that enable greater enterprise agility.

While DX can provide fremendous value, it also makes data security more complex. Organizations are
increasingly dependent on and expanding the amount of data stored

in the edge, meaning they need to focus on aspects beyond traditional network perimeters.

We are at an inflection point with the cloud as half of all data is now stored in cloud environments, and
48% of that data is sensitive. Additionally, most organizations rely

on multicloud environments. All of this adds up to today’s data environments becoming even more
complex; this complexity is a top barrier to data security.

But organizations are cognitively dissonant to data security. Two-thirds believe they are very secure,
but organizations are not implementing the processes and investing in the technologies required o
appropriately protect their data. More than half have been breached or experienced failed security
audits. And when it comes fo securing data

in the cloud, most companies incorrectly look to their cloud providers for their portion

of the shared responsibility model.

L3,

of companies in our study saying they are
either aggressively disrupting the markets
they participate in or embedding digital
capabilities that enable greater enterprise

agility.




As for investment, data security still represents a small share of overall security budget.

Forty-six percent of organizations plan to increase data security spending in the next

12 months, a similar amount as last year. But these organizations sill focus a disproportionate amount of their
spend on network security, as 34% of respondents’ focus is on data security and data security averages
just 15% of overall IT security budget.

In terms of emerging threats, quantum computing is looming on the horizon and promises to further
complicate data security. Cryptography requirements will fundamentally change when quantum
computing comes online, and /2% of respondents see quantum cryptography affecting their

organization in the next five years.

As organizations face expanding and more complex data security challenges, they need smarter
and better ways to approach data security. Companies need to take a multilayered approach to
data security, embracing cloud shared security responsibilities and adopting a zero trust model that
authenticates and validtes the users and devices accessing applications and networks, while also
employing more robust data discovery, hardening, data loss prevention, and encrypfion solutions.
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Digital Transformation is Complicating Data Security

Companies and organizations are fundamentally reimagining their businesses and taking advantage of
digital technologies like cloud, mobile, and loT to digitally transform their operations. Even “traditional
companies” will drive more revenue from digital products, services, and experiences. Forty-three
percent of organizations in our study say they are either aggressively disrupting the markets they
parficipate in or embedding digital capabilities that enable greater enterprise agility (see Figure 1).
The U.S. leads all countries surveyed by far, with 59% identifying as either aggressively disrupting their
markets

or embedding digital capabilities, followed by the UK. at 51%.

No digital transformation stance or strategy.

. Apply digital transformation in an ad-hoc manner,
case-by-case manner.

Basic digital capabilities executed on an isolated
opportunistic project basis.

@ 1T goals are aligned with enterprise near-term
strategy with documented, standardized,
repeatable digital capabilities.

. Digital capabilities are embedded in the enterprise
and tightly linked to an agile management vision.

@ Aggressively disruptive in our use of new digital technologies
and business models to affect markets.

Figure 1 - Digital Transformation Stance
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019

No organization is immune from data security threats, with 49% of global respondents experiencing a
breach at some point and 26% having been breached in the past year.

And 47% of organizations report that they have been breached or failed a compliance

audit in the past year.

“No organization is immune from
data security threats, with 49% of
global respondents experiencing
a data breach at some point.”
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While organizations that digitally fransform are realizing new sources of competitive advantage, these
companies face data security challenges that DX presents. The degree of DX transformation positively
correlates to data vulnerability: The more digitally fransformed an organization, the more likely that it has

The more digitally

experienced a dafa breach. This 2020 Thales Data Threat Report found that 45% of organizations in one of

transformed an organization,

the fop two DX categories experienced a data breach this year, significantly higher than the global breach
rafe. Furthermore, companies that spend more on [T security are more likely to experience breaches. Twenty- the more likely that it has

nine percent of organizations for which security is more than 10% of their IT budget experienced a breach experienced a data breach.”
in the past year, and 52% have been breached af some point, compared to 19% and 40%, respectively,

for those companies with an T spend on security of 10% or less (see Figure 2). Digitally Determined
organizations — those organizations making the sfrategic, organizational, technological, and financial
decisions that will sef them up to digitally transform in the next several years — may also have greater data
threat exposure. Their greater level of sophistication may also mean they are more likely to be aware they
are being breached. Less sophisticated companies may have less exposure or are being breached without
knowing it.

Security is 10% or less of IT budget
@ Ssecurity is more than 10% of IT budget

Ever Within past year

Figure 2 - Breach Incident Rates by Level of Security Spend
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019

Organizations are Housing Sensitive Data Across
a Broad Range of Technologies

Organizations are adopting a wide range of 3rd Platform technologies, which include cloud, mobile,
social, big data, and loT. Saa$ applications have the widest adoption af

Q5%, up from 71% in 2018 (see Figure 3). Mobile payments, social media, and laa$S

and Paa$ cloud environments also lead planned adoption. Note that many of these fechnologies, such
as lol and mobile, are edge technologies, which reinforce the

concept that dafa exposure is expanding well beyond the traditional network perimeter.

SaoS applicatons
Social media
Mobile payments
laa$S environments 67% A
Paa$ environments 65% 26%
Iterne ofThings plaforms
DevOps
Big data environments
Containers/Dorcker inages
Blockchan

. Use . Plan in the next 12 months

Figure 3 - Technology Adoption Levels
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019
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Likewise, many organizations are housing data in a similarly broad set of technologies. Seventy-eight
percent store sensitive data in SaaS applications, 38% store data in laaS environments, and 36% store
data in Paa$S environments. Ninety-eight percent of organizations store data in at least one of the
technologies in our survey (see Figure 4).

U.S. data shows even higher rates of sensitive data stored in cloud environments,

with 79% in Saa$ applications, 48% in PaaS environments (compared to 36% globally),

and 46% in laaS environments (compared to 38% globally).

Software-as-a-service (Saa$) applications
N 7%
Mobile payments
I 43%
Social media
I, /-
Infrastructure-as-a-service (laaS) environments
I 38
Platform-as-a-service (PaaS) environments
[k
Internet of things platforms

I 027

DevOps

I 17

Big data environments (Hadoop, NaSQL, etc.)
I 157

Blockchain

I 0

Containers/Docker images

I 7

None of the above

10% 20% 30% 40% 50% 60% 70% 80%

Figure 4 - Technology Environments Used to Store Sensitive,/Regulated Data
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019

Note that there is a greater spread in the number of respondents who said they have adopted and
store data in these environments than last year (in which 40%+ of respondents claimed to be using
environments like big data and loT to sfore sensitive data). IDC views this as a sign of maturity in the
industry. We believe that respondents last year were reacting to technology buzzwords and reflexively
taking credit for having adopted the relevant technologies. In contrast, respondents this year have a

more realistic assessment of their organizations' use of these longer-tail technologies.

As companies expand their usage of 3rd Platform cloud, mobile, social, big data and

loT technologies, sensitive data potentially becomes increasingly vulnerable as a result. Thus, securing
the perimeter does litile to protect off-premises data, which specks fo the need to take a zero frust
access and data protection approach to security. This zero trust approach eliminates the binary trust/
don't trust approach of yesterday’s on-premise, perimeter-centric reality and instead requires a least
privileged, continuous validation and verification approach, providing both network and application
centric access protections. Likewise, technologies like encryption and tokenization assure that if the data
is hacked, leaked, or physical devices are stolen, data is also appropriately protected.
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Securing the perimeter
does little to protect off-premises

data, which speaks to the need to
take a zero trust access and data
protection approach to security.”

2% | of organizations that do not
store sensitive data in one of
these environments



Clouds Now House the Majority of Data,
Creating Significant Risk

Ninety-eight percent of organizations surveyed have some data in the cloud. Indeed,

data stored in the cloud has reached an inflection point with our study indicating that

an estimated 50% of data is in the cloud. More importantly, respondents say that an estimated 48% of
that data in the cloud is sensitive. Organizations in the U.S. rely on

the cloud o store data to a greater degree than global respondents. For U.S. respondents, an
esfimated 55% of data is stored in cloud environments and 54% of that cloud data

is sensitive (see Figure 5).

2% | of organizations that do not
store sensitive data in one of
these environments

© Global
@ us.

50% 55%

Data in Cloud Sensitive data in Cloud

Figure 5 - Dafa Stored in Cloud Environments
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019

As more sensifive data is stored in cloud environments, data security risks increase.

Yet, despite this significant amount of sensitive data exposure, rates of data encryption

and tokenization are low. In fact, 100% of respondents say at least some of their sensitive data in

the cloud is not encrypted. Only 57% of sensitive data stored in cloud environments is protected by
encryption and less than half — 48% — is protected by tokenization. The U.S. employs data encryption
(63%) and tokenization (54%) to protect sensitive data in the cloud at higher rates than the global

sample (see Figure 6).

@ Global
@ us.

Encryption of sensitive Tokenization of sensitive
data in Cloud data in Cloud

Figure 6 - Security of Sensitive Cloud Data
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019
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100% of respondents

say at least some of their
sensitive data in the cloud
is not encrypted.”
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Complexity is a Top Barrier to Data Security as Multicloud
Becomes the Norm

As more data migrates fo the cloud, security becomes more complex. But much of this complexity is self-
inflicted, as multicloud environments have become increasingly common. Companies are using multiple laaS
and Paa$ environments, as well as hundreds of Saa$ applications. Eighty-one percent of global respondents
are using more than one laaS vendor (86% in the U.S.), 81% have more than one Paa$S vendor (86% in the
U.S), and 11% have

more than 100 Saa$S applications to manage (14% in the U.S.) (see Figure 7).

Four or more More than 100
12% 13% %
@ Two or three @ 1110100

@ one @ 10 or fewer

17%
.. ........ @ ............................... @
laaS PaaS Saa$S

Figure 7 - Number of laaS/PaaS/Saa$S Vendors
Source: 2020 Thales Data Threat Report Survey, IDC , November 2019

The resulting complexity is making life more difficult for security professionals. Respondents rate complexity as
their top perceived barrier fo implementing data security, followed closely by the pressure to avoid impact
to business performance and process (see Figure 8). The vast majority of organizations clearly recognize
the importance of data security as a small minority find that “lack of perceived need” (26%) or “lack of

organization buy-in" (25%) to be an issue.

Complexity
Concerns about impacts on
)
performance and business process
Lack of staff to manage
Lack of budget
Lack of perceived need

el ]

buy-in/low priomity L e et e e e e

Figure 8 - Barriers to Implementing Data Security
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019
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Respondents rate
complexity as their top perceived
barrier to implementing data

security, followed closely by
the pressure to avoid impact
to business performance
and process.”
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Quantum Computing Data Security Concerns are
on the Horizon

Data security will only get harder with the advent of quantum computing. Cryptography requirements highlight
a critical security issue brought on by the power of quantum computing. The impact of quantum computing

is imminent as 72% of organizations see it affecting their cryptographic operations in the next five years (see
Figure Q). Ninety-two percent of

respondents are concerned quantum computing will create exposure for sensitive data,

with 35% very,/extremely concerned. U.S respondents perceive similar impacts, with 72% see it affecting
cryptographic operations in the next five years, 91% concerned that quantum computing will compromise

sensifive data, and 41% very/extremely concemed.

Never

@ In the next 12 months
1-5 years

. 6-10 years

@ More than 10 years

Figure 9 - Quantum Cryptography to Affect Organizations
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019

Top strategies fo offset quantum computing threats are IT/security architecture changes (35%) and key
management infrastructure deployment (34%). But many organizations are uncertain how to respond even
though threats may surface within the next five years. Twenty-two percent of respondents plan to air gap
critical systems, and 6% have no plans af all.

Organizations Sense of Data Security at Odds with Reality

Despite the pervasive and expanding threats to data security, enterprises feel less vulnerable in 2019
than they did in 2018. Sixty-seven percent of organizations felt vulnerable in 2019, down from 86% in
2018, even as security risks grow. Findings show every level of perceived vulnerability dropped year
over year and 33% of respondents state they are "not at all vulnerable” compared to 14% in 2018 (see
Figure 10). U.S. organizations hold a similar stance, with 69% feeling vulnerable and 31% not at all

vulnerable.

2019 (N=1,723
1=Not at all vulnerable . ( )

@ 2018 (N=1,200)
2=Somewhat vulnerable

17%
3=Very vulnerable
A

12 %
4=Extremely vulnerable

Figure 10 - Vulnerability to Data Security Threats, 2019 Compared to 2018
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019
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Ninety-two percent of
respondents are concerned

quantum computing will create
exposure for sensitive data, with
35% very/extremely concerned.”

2020 Thales Data Threat Report Global Edition



These low levels of perceived vulnerability point to a disconnect between perception and reality. The
reported confidence respondents expressed is not supported by the appropriate reported data security
practices or invesiments. Organizations haven't significantly changed their behaviors by using tools that would
make them less vulnerable. As previously mentioned, encryption and fokenization rates of sensitive data in

the cloud are low. Furthermore, only 61% of respondents implement file encryption, and 59% implement
database encryption. Implementation of file and database encryption increased only slightly in 2019 from
2018 with implementation rates of 56% and 55%, respectively (see Figure 11). Note that U.S. findings show
higher use of file encryption at 69% and database encryption af ©5% than global respondents.

File encryption
Database encryption
Data access monitoring
57% 32%
Enable encryption capabilities in a cloud services (laaS, Paa$S, Saa$)
55% 36%
Privileged user access management
55% 35%
Data loss prevention (DLP)
Application layer encryption
51% 37%
Digital rights management
Identity and Access Management (Directions, access controls, SSO, etc.)
50% 39%
Multi-factor authentication
Full disk encryption
49% 37%
Cloud access security broker (CASB) / Cloud encryption gateway
Data masking
48% 39%
Hardware security modules (HSMs)

Deply a 3rd party key management or Bring Your Own Key (BYOK) encryption key management solutions for
an encryption service offered by a cloud

44% 39%
Tokenization
44% 41%
0 20 40 60 80 100

Figure 11 - Implementation of Encryption and Data Security Tools

Source: 2020 Thales Data Threat Report Survey, IDC, November 2019
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Higher Security Spend Doesn’t Match Security Focus

Organizations plan to spend more money on data security in the upcoming year and do so at rafes
similar to last year. Forty-nine percent of respondents said they would be spending somewhat or much

more on data security over the next 12 months. Yet data security budget growth is declining slightly,

and nearly one in five organizations plan to decrease data security spending in 2020 (see Figure 12).

U.S. companies see greater growth in data security budgets than global respondents, with 58% of U.S. D O
companies increasing data security spending and only 13% decreasing data security spending. /O

of U.S. companies increasing data

50% @ 01 security spending and only 13%

@ 2020

decreasing data security spending.

40%
30%
20%

10%

50%  49%

0%

Decrease About the same Increase

Figure 12 - Dafa Security Spend
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019

Enterprises have a roughly equal focus on network, data, and application security, with slightly more
focus on network security than application or data security (see Figure 13). And while 34% of security
focus is on data security, spending on data security lags considerably as only 15.5% of security budgets

is spent on data security.

Network security (includes endpoint,
server, firewall, UTM)

@ Dot security (includes data loss prevention,
digital rights management, encryption, key
management and PKI)

@ Application security (includes tools to
support secure software development/
DevSecOps, vulnerability scanning)

Figure 13 - Proportion of Security Focus
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019
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Further demonstrating a disconnect between security budgets and the focus of security departments,
respondents believe that malicious actors present the greatest risk to their data. Fifty-seven percent of
companies are worried about cybercriminals who steal data for profit, and 52% are worried about

cyberterrorists who damage companies by making them look bad publicly.

Interestingly, respondents are less concerned about day-to-day issues which may actually be a
greater threat. These are issues involving entities and situations over which they have more confrol,

such as partners with internal access, privileged user access, service provider accounts, and contractor
accounts. Organizations must be careful of overprovisioning quantity and breadth of accounts, as the
risk from contractors is often more about carelessness than malicious behavior (see Figures 14 and 15).

Cyber criminals
Cyber terrorists
Competitors (industrial espionage)
“Hacktivists” (non-nation

states with political goals)

Nation-states 31%

0% 10% 20% 30% 40% 50% 60%

Figure 14 - Madlicious Actor Data Threats
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019

Partners with internal access

Privileged user (examples: IT system/network/

cloud/database and other administrators
with access to sensitive or critical resources
Service provider accounts
Contractor accounts
Ordinary (non-privileged ) employee accounts
Executive management

Other (non-privileged) IT accounts 32%

0% 10% 20% 30% 40% 50%  60%

Figure 15 - Internal Data Threats
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019
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Each Cloud Environment Requires a Shift in
Security Responsibility

More than half of data is now stored in the cloud, with a significant portion of that data being sensitive.
As a result, IT security departments must now, more than ever, embrace and own their portion of the

loud shared ibilit del and impl t dat ity best fi the cloud id ..
cloud share respon5| ||ymo el an |mpemen OOSECUHy es pI’OCICeS, as the clou prow er Organlzatlons ShOUld

shift their cloud security focus
Organizations are concerned about many datfa security issues regarding the cloud. and concern to the portion of

most often does not guarantee security af the data level.

Yet, organizations are seemingly most concerned about issues owned by their cloud providers, like the shared responsibility model
security breaches at the provider and cases of security provider acquisition or failure (highlighted by

where the organization itself
can influence the security

the top red box in Figure 16). Although valid concerns, the real possibility of these issues happening
are quite low. Organizations are seemingly less concemed about issues over which they have

direct control, and which represent greater potential vulnerabilities, like encryption key management of its own data.”
(highlighted by the second and third red boxes in Figure 16).

Security breaches/attacks at the service provider
Y 8%
Security of my organization’s data if the cloud provider fails or is acquired
I, 46%
Lack of visibility into security practices
) 5%
Increased vulnerabilities from shared infrastructure
I 5%
Lack of data privacy policy or privacy service level agreement
Y 4%
Lack of control over the location of data/data residency concerns
Iy 44%
Custodianship of your encryption keys
Y 4%

Privileged user abuse at the cloud or Saa$ vendor (including system administrators,
cloud administrators, storage administrators, virtualization administrators

[ 4 4%

Managing encryption keys across multiple cloud enviroments

43%
Meeting compliance requirements (examples: PCI DSS, national data protection laws)
43%
Managing, monitoring and deploying multiple cloud native security tools
....................................................................................... B2 i
0 10 20 30 40 50

Figure 16 - Cloud Security Concerns
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019

This mismatch between threats respondents perceive, and those threats that in reality pose the most
risk, implies that respondents have not fully considered data security in a cloud-first world. Each type of
cloud environment requires a shift in security responsibility for identities, data, applications, operating
systems, server virtualization, network, infrastructure, and hardware. Organizations should shift their
cloud security focus and concern fo the portion

of the shared responsibility model where the organization itself can influence the security

of its own data (see Figure 17).
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laa$ (Infrastructure-as- Paa$ (Platform- Saa$ (Software-

On-Premise X 5 X : X
a-Service) : as-a-Service) : as-a-Service)

Identity Identity Identity Identity

Data/Content Data/Content Data/Content

Data/Content

Application Application Application

Application

Operating system Operating system Operating system Operating system

Virtualization : Virtualization Virtualization Virtualization
Network Network Network Network
Infrastructure Infrastructure Infrastructure Infrastructure

Physical

Physical Physical Physical

User control declines as deployment model migrates to services

' User managed ‘ Provider managed

Figure 17 - IDC Shared Responsibility Model
Source:IDC, November 2019

Security concerns also shift as organizations deploy more data into Saa$S applications,

and laaS and Paa$ environments.

According fo our study, 93% of respondents have at least some level of concern over data security of
Saa$ applications. Saa$ security concerns span a broad range of risks, with encryption of data within
the service provider's organization and ability to manage encryption with local encryption keys leading

the list (see Figure 18).

Encryption of my organization’s data within the service provider’s infrastructure
with keys stored and managed by the service provider
Y 357
Encryption of my organization’s data with the ability to store and manage my encryption keys locally
37%
Exposure of detailed security monitoring for my organization’s implementation
36%

Specific, written compliance commitments for standards that apply to my organization
[, 34%
Service level agreements and liability terms for a data breach
[
FIPS level certification of underlying encryption/key management hardware

33%
Configuration management to properly configure data controls

33%
Support for key management as a service
N 33
Detailed physical and IT architectural and security implementation information
Y 33

Support for hardware security modules (HSMs) - either for local key generation,
or as infrastructure for rent in the cloud

N 32%

None of the above

o
o
o
&
N
s}
N
&
w
S
w
&
N
S

Figure 18 - Saa$S Security Concerns
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019
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SaaS security concerns
span a broad range of risks,
with encryption of data within

the service provider’s
organization and ability to
manage encryption with local
encryption keus leading the list.”

7% | of organizations are
not concerned about
data security of SaaS
applications
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Ninety-one percent of respondents have at least some concerns over data security of laa$S

environments. laa$S security concerns also cover a broad range of issues with local key integration and

physical layout information as top concerns (see Figure 19).

Encryption of my organization’s data with the ability to store and manage my encryption keys locally

40%

Detailed physical and IT architectural and security implementation information
[ 35
Specific, written compliance commitments for standards that apply to my organization

37%
Support for hardware security modules (HSMs) - either for local key generation,
or as infrastructure for rent in the cloud

I 3%

Encryption of my organization’s data within the service provider’s infrastructure
with keys stored and managed by the service provider

Y 7%
Service level agreements and liability terms for a data breach
I 3%
Configuration management to properly configure data controls
I 3%
Support for key management as a service
I 3%

FIPS level certification of underlying encryption/key management hardware
35%

Exposure of detailed security monitoring for my organization’s implementation
I 3.4%

None of the above

Figure 19 - laa$ Security Concerns
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019

Eighty-nine percent of respondents have at least some concem over data security of PaaS environments with

physical layout information and data encryption leading the way (see Figure 20).

"Respondents expressed
concern over ‘Encryption of
My organization’s data with the
ability to store and manage my
encryption keys locally.”
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9% | of organizations are
not concerned about
data security of laa$S
environments
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Detailed physical and IT architectural and security implementation information
Y 25%
Encryption of my organization’s data with the ability to store and manage my encryption keys locally
I 27 %
Encryption of my organization’s data within the service provider’s infrastructure
with keys stored and managed by the service provider
27%
Support for hardware security modules (HSMs) - either for local key generation,
or as infrastructure for rent in the cloud

I 26%
Service level agreements and liability terms for a data breach
Y 2%
Support for key management as a service
Y 25

FIPS level certification of underlying encryption/key management hardware
Y 25
Specific, written compliance commitments for standards that apply to my organization
I 25 %
Exposure of detailed security monitoring for my organization’s implementation

I T1% | of organizaiions are

not concerned about
Conﬂgurotion management to properly conﬂgure data controls data security of Paa$

I 249 environments
None of the above
I 1

Figure 20 - PaaS Security Concerns
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019

Certainly, each of the different cloud environments has its own unique concerns;

however, survey respondents expressed some common themes across laaS, Saa$S and Paa$ (Figures
18 through 20). In each of the highlighted red boxes in the preceding graphics that indicate the most
concerning issues, respondents expressed concern over “Encryption of my organizations’ data with the

ability to store and manage my encryption keys locally.”

Similarly, “Encryption of my organization’s data within the service provider's infrastructure with keys stored
and managed by the service provider.” is a consistent concern and increases in rank as the level of
confrol in the infrastructure declines (as defined in Figure 17). Unease about the control and management

of encryptions keys is expressed by our respondents.
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Digital Transformation Introduces New Security Concerns

Just as digital fransformation creates opportunities for new technologies, it also infroduces new security
concerns. Transformational edge technologies like loT and mobile payments allow organizations to
engage cusfomers where they are but at the same time expand security concerns away from on-
premise fo cloud environments. Big data, containers, and DevOps technologies support the cloud and
edge computing. With the cloud expanding adoption of these technologies, discovery of sensitive data
and key management take on even more critical roles in data security. Yet data discovery and key
management are not perceived as top concerns, creating potential gaps in data security practices.

Ninety-nine percent of companies in this study feel some level of security as they push more data to
these new technology deployments, with 66% feeling very or extremely secure. U.S. respondents felt
even more secure than their global counterparts, with 78% feeling very or exiremely secure (see Figure

21).

@ '=Notatall sure
22% © 2=Alittle
3=Moderately secure
. 4=Very secure

@ 5=Extremely secure

38%

Figure 21 - Security Level of New Technology Deployments
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019

“Just as digital transformation
creates opportunities for new
technologies, it also introduces
new security concerns.”
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Big Data Security Concerns

One hundred percent of respondents are concermned about data security in their big data environments.
The leading big data security concerns involve issues around report security, data quality, and ubiquity
of sensitive data. Data discovery concems are not perceived as top concermns. Discovering sensifive
data at scale during data ingestion came in af 34% and discovering where sensitive data may be

located in a big data environment came in at just 30% (see Figure 22).

Security of reports that may include sensitive data
Y -
Data quality/veracity concerns
[ 43%
Sensitive information may reside anywhere within the environments
Y 2%
Privacy violations from data originating in multiple countries
I 357
Lack of effective access controls
N 3%
Data that may not be “sensitive” initially may become so after running a big data experiment
36%

Cost-effective bulk data transfer tools
I 3 6%
Lack of native security frameworks/controls within the big data environment
I 3 5%
Discover sensitive data ar scale during data ingestion
N 34
Privileged user access to protected data in the implementation
I 337%
Lack of or poorly implemented de-identification or pseudonymization

32%

Having multiple “data lakes” spread across the organization
0% | of organizations not

31%
. . - e . . concerned about data
Discovering where sensitive data may be located within the big data environment security of big dafa

Y/ .
[ 0% environments

Fully capable APls, web services to support data ingestion

I, 27 %

Figure 22 - Big Data Security Concerns
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019

Leading methods to alleviate big data security concerns include stronger authentication and data
encryption or tokenization. Though stronger authentication and encryption are important fo improve big
data security generally, these measures do not directly alleviate the aforementioned report security and
data quality concerns. Additionally, discovery and classification of sensitive data ranked low as a big

data security solufion.
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Internet of Things Security Concerns

Top loT security concerns from the 99% percent of respondents who have an loT

data security concern include device attacks, lack of skilled personnel, and encryption/tokenization.

In addition, identifying and discovering sensitive data generated by an loT device was fourth among
crifical concerns at 27% (see Figure 23). Digital identity authentication, data encryption, and anti-
malware are appropriate responses to address the fop ol security concerns. As ol devices are
deployed, key management is increasingly important to effectively implement identity security and data
encryption on loT devices.

Attacks on loT devices that may impact critical operations
Y 33
Lack of skilled personnel to implement loT security
N, 327
Protecting sensitive data generated by an loT device (encryption, tokenization, etc.)
Y 3%
Identifying or discovering sensitive data generated by an loT device
I 27 %

Loss or theft of loT devices
Y 27 %

Lack of security frameworks and controls within the loT environment
N 26%

Privacy violations related to data generated by an loT device
Y 267

Lack of effective access controls/device authentication
I 26%

Lack of industry standards for securing loT devices
N 2%

Validating the integrity of data collected by loT devices (device identity, provisioning, PKI)

7%
Privileged user access to loT devices
I 29
0% 5% 10% 15% 20% 25% 30% 35%

Figure 23 - Internet of Things Security Concerns
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019

“As |ol devices are deployed,
key management is increasingly
important to effectively implement
identity security and data encryption
on lol devices.”
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Mobile Payments Security Concerns

Ninety-nine percent of respondents have at least some data security concerns with mobile payments.
Exposure of personally identifiable information (Pll) and payment card exposure are top concerns (see
Figure 24). Many wide-ranging solutions are considered fo address mobile payment security. Chief
among them are account data encryption, password confrols, secure /encrypted wireless network

protocols, and lock screens.

Potential exposure of personally identifiable information (other than payment card info)

54%
Potential exposure of payment card information
I 52%
Fraudsters using mobile payment apps for account takeover (ATO)
Y 49 %
Fraudsters using mobile payment apps for new account fraud
I 49%
Weak authentication protocols used by mobile payment apps
I 8%

Weak onboarding/KYC protocols used by mobile payment apps

Figure 24 - Mobile Payments Security Concerns
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019

Container Security Concerns

Given the relative lack of maturity of container-related security technologies, organizations are
concerned about many different issues as they continue to better understand containers and container
security, though 96% express some data security concern with containers. Lack of compliance
certifications and privacy violations lead the list, followed by security

of data stored in containers, and unauthorized container access (see Figure 25). Encryption, anti-
malware, and digital signatures are important solutions for organizations to employ

as understanding of containers develops.

Lack of compliance certifications for containers
Y 41 %
Privacy violations from using shared resources
I, £0/%
Security of data stored in containers
Y 38%
Unauthorized access to containers
Iy 385%
Patching/updating containers
35%

Vulnerabilities in container images
i 34%
Lack of trust in container images produced by third parties

32%

Spread of malware among containers

Figure 25 — Containers/Docker Security Concerns
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019
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DevOps Security Concerns

When it comes to DevOps, 98% of respondents are concerned about data security of their DevOps
environment. Organizations are most concerned about improper key and certificate storage practices.
This concern further speaks to the importance of key management and the use of hardware security
modules. Other top DevOps security concemns are exposure fo external DDo$S threats and general
cloud infrastructure security within the DevOps environments (see Figure 26). Poor patch and update
hygiene and unsecure APl usage ranked surprisingly low, possibly implying that responsibility for these
issues falls on production and not dev. Many different approaches are being considered to alleviate
DevOps security concerns, led by continuous production environment security procedures, encryption,

tokenization, and ongoing education of DevOps teams.

Improper secrets management - including use local, unsecured repositories to store encryption
keys and digital certificates

[
DDoS and brute force authentication/password attacks
Y 32%
Unsecured underlying cloud infrastructure
Y 32
Insufficiant use of least privilege access controls
I 31%
Threats based on third-party components used, but not properly vetted

31%
Inadequate or unavailable virtualized workload firewalls
K
Improper user password storage and access

29%

Data at rest is not encrypted or access controlled

O 2% of rganizations not

concerned about data

Poor patch and update hygiene security of DevOps
Y 24% environment
Unsecured APl usage
I 23%

0% 5% 10% 15% 20% 25% 30% 35%

Figure 26 - DevOps Security Concerns
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019
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The Approach to Data Security Depends on the Industry

The 2020 Thales Data Threat Report also explored how different industry verticals perceive and address
data security. Government, financial services, healthcare, and retail sectors embrace digital fransformation in

varying degrees as well as the security challenges that come with it.

Organizations in each vertical reported somewhat different stances in their DX journey. Interestingly, O
federal government organizations viewed themselves as most advanced, with 49% of government

respondents reporting that their organizations are either aggressively disrupting the markets they O

participate in or are embedding digital capabilities that enable greater enterprise agility. Healthcare

followed closely at 47%, retail at 45%, and financial services at 30%. of respondents are concemed
about data security of their

Industries that are more Digitally Determined may have greater threat exposure. Fifty-four percent DevOps environment.
of financial services respondents experienced a data breach or failed compliance audit this year,

followed by government at 52%, retail at 49%, and healthcare at just 37%. Industries that are more

Digitally Determined often have increased regulatory compliance and data security requirements,

which are also driving DX. In some cases, government agencies are driven to comply with certain goals

or system upgrades that might be required via special bills or spending packages. While government

is somefimes a laggard in DX spending, such laws can help accelerate fransitions. For example, in

the U.S., government agencies have been under great pressure to close older datacenters and move

applications to the cloud and virtualized servers.

The challenge for organizations in different industries increases as they store more of their data in cloud
environments. Ninety-nine percent of financial services organizations store data in the cloud. Ninety-
eight percent of retail and healthcare, and 97% of government organizations, store data in the cloud
respectively (see Figure 27).

Percentage of organizations
that store some data in the
cloud per industry

99% 98% 98%

.. ........... .......... @ ................................

Financial services Retail Government Healthcare

Figure 27 - Data in the Cloud by Indusiry
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019

More importantly, much of that cloud data is sensitive. An estimated 51% of data in the cloud is sensitive for
the financial services industry and 50% for the healthcare indusiry. Government and retail have slightly lower
rafes of sensitive data in the cloud with an esfimated 47% and 44%, respectively (see Figure 28).
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Sensitive Data in the Cloud by Industry

Figure 28 - Sensitive Data in the Cloud by Industry
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019

Organizations are spending more money on data security, with financial services

increasing the most at 55%, followed by retail, government, and healthcare (see Figure 29). The average
percentage of security budget assigned to data security differs by industry,

led by financial services at 16.1%. Healthcare has the second highest data security percentage at
15.9%, followed by government at 15.2% and refail at 15.0%.

- - _
@ About the same

. Increase

20% 33% 35% 37%
59% 50% 49% 7%
Financial services Retail Government Healthcare

Figure 29 - Data Security Spend by Industry
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019

The disconnect between perception of data security versus reality extends across industries.

For the public sector, keep in mind that some types of security are built into other solutions and thus
may not be tracked as pure security spending. For example, network monitoring, configuration
management, control of available server ports, and so forth are important to a robust agency security
posture. But many agencies don't track these as part of their security budget. We also see investments
targeted at improved security for government apps, software and connected services, followed by loT
management and mobile management.

Retail companies feel most secure with their new technology deployments, with 71% of that sector’s
respondents feeling very or extremely secure. Financial services firms are also feeling very or extremely
secure af /0% (see Figure 30).

32

%

Organizations are spending more money
on data security, with financial services
increasing the most at 55%
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Very,/Extremely Secure New Deployments by Industry on their data security on the
near horizon.”

71% 70% 63% 58%

Figure 30 - Very/Extremely Secure New Deployments by Industry
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019

As with the global sample, industry respondents are not concerned enough about the issues creating the
most risk. Encryption and tokenization rates across all industries remain low.

While network security has long been a core focus for government agencies, now agencies are putting
an equal amount of effort info data security and application security. Yet implementing multifaceted
approaches to security isn't easy. Agencies require tools to help them manage greater amounts of
complexity, including those capable of spanning legacy on-premise needs as well as modern, cloud-
based, edge technology-oriented technologies with solutions like encryption and tokenization. As edge
computing and edge-based Al grows, this complexity will only increase.

Refail companies have the lowest rate of encryption of sensitive data at 54%, meaning 46% of sensitive
data is not protected by any encryption. Likewise, only 45% of retailers protect sensitive data with
tokenization. Healthcare organizations use the highest level of encryption and tokenization of sensitive
data (59% and 49% respectively), though these levels are also considered low (see Figure 31).

60%
50%
40%
30%
20%
10%

0%

. Healthcare
. Government

@ Financial services

. Retail

59% 57% [ 87% 54% 49% 47% | 49% 45%

Encryption of sensitive data in cloud Tokenization of sensitive data in cloud

Figure 31 - Security of Sensitive Data in the Cloud by Indusiry
Source: 2020 Thales Data Threat Report Survey, IDC, November 2019

The redlities of data security and encryption don't get any easier. Industries must also prepare for the

impact quantum computing may have on their data security on the near horizon.

Within 1-5 years, 77% of financial services firms expect quantum cryptography to impact them, followed
by refail at 75%, and healthcare and government at 73%. Indusries are concerned quantum computing
will create exposure for sensitive data. Financial services firms are most concemed, with 94% expressing
concern about quantum computing's potential for creafing data exposure, with 46% as very or extremely
concerned. Ninety-two percent of government organizations are concerned, followed by refail at 90%
and healthcare af 88%.
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Organizations Must Implement Smarter Approaches to Data Security

@ Invest in modern, hybrid and multicloud-based @ Quantum computing’s impact on cryptography is on

data security tools that make the shared responsibility
model work. Sensitive dafa is being sfored in the cloud.
Organizations should focus on solutions that can simplify the

data security landscape and reduce complexity across multiple
clouds, legacy environments, and modem, digital fransformation
technologies. The shared responsibility model reminds organizations
that they cannot rely on service providers for data security measures.
Companies must in addition consider all the data security elements
directly in their control, like identity, encryption (both af transit and af
rest), key management, fokenization, and data loss prevention.

Consider a zero trust model to secure data. Organizations
still focus on network security as they aim to control access. Data
security goes beyond the traditional edge, whether if's in the cloud,
virtual environments, datacenters, or other DX technologies. These
data environments require a more persistent, zero frust model that
does not abdicate data security as someone else’s problem but
forces organizations to implement least privileged access to data.
By reducing the aftack surface and hardening data access using
approaches such as encryption of data ot rest, sensitive data is
protected from not only external actors but also from malicious
insiders, drastically reducing the infernal threat risk. Note, 82% of
respondents felt vulnerable to external threats to their data; 67%
respondents felt vulnerable to internal threats. Both threat vectors must

be addressed.

Increase focus on data discovery solutions and
centralization of key management to strengthen

data security. Data security concerns evolve as the edge

expands with greater adoption of big data environments, loT devices,
mobile payments, containers, and DevOps environments. Greater
emphasis on sensitive data discovery in these environments, as well

as for existing environments, strengthens the data security stance by
identifying where sensitive data is and how to access it. Additionally,
encrypting sensitive data is crifical, and organizations must proactively
manage key management to help simplify encryption in otherwise
complex environments. For cloud environments where native encryption
is enabled, bring your own key APIs should also be used to maintain
responsibility and control of the data.

2020 Thales Data Threat Report Global Edition

the horizon. Data security does not get any easier as the power
of quantum computing exposes sensitive data sooner rather than
later. Organizations must begin planning their infrastructure and

key management adjustments to counter fundamental changes fo
cryptography brought on by quantum computing. When making new
infrastructure investments,

be sure they offer crypfo agility and will support the new

NIST standards as they become available.

Focus on the right threat vectors. Yes, bad acfors are
evolving their methods daily. Security professionals must continually
evolve in response. Be careful of overprovisioning quantity and
breadth of accounts both infernally and externally with service
providers and confractors.

Data security solutions, especially encryption, are
critical to remain vigilant against the reality of today’s
data risk. Even as CSOs and CISOs shift their focus and budgets
from traditional network security to data, apps, and identity, they
cannot become overconfident by assuming they are less vulnerable.
Organizations must evolve data security measures to protect foday’s
IT landscape as data migrates away from the enterprise premise fo
the cloud. This modemn evolution is grounded in encryption.

Rapid cloud adoption has diminished the effectiveness of
on-premises-centric content protection measures. Our data
lives in the cloud; thus, the multicloud reality has stoked the growth

of location agnostic, SaaS-based content security. For government
agencies especially, on-premises-centric security solutions are no
longer a viable option fo protect cloud-based, modern enterprises
and applications. The result is complexity. Although selecting solutions
that are appropriafe to each new cloud environment is a better
approach, the complexity problem would be address with point
product complexity. Creating a cohesive multiload, multi-environment
data security approach that protects data regardless of where it lives
or where it may go is clearly a best practice. As you implement such
a platform, much like a parent asks about the there kids after dark,
make sure you can “yes” to the question, “Do you know where your
keys are?”
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